HHPOPMAIITHOHHAS ITAMSATKA
AAS1 OBYYAIOIIIHUXCs

C KaxkapIM TOAOM MOAOIEXKU B HHTEPHETE CTAHOBUTLCA 6OABH_IC, a
INKOABHUKUW OOHH M3 CaMbIX AKTHUBHBIX IIOAB30BaTEAEU PYHCTa. MC}KILV
TEM, IIOMHMMO OI'POMHOI'0O KOAHYECTBA BO3MOIKHOCTEM, HHTCPHET HECET U
HpOGACMBI. Ora nmamMsaTKa OOAXKHA IIOMOYb Tebe Oe30macHoO HaXOOHUTHCHA B
CETH.

KoM broTepHbIE BHPYCHI

KoMmbioTepHBIE BHUPYC - O9TO0 Pa3HOBHUAHOCTL KOMIIBIOTEPHBIX
IIporpamm, OTAMYUTEABHOMN 0COOEHHOCTBIO KOTOpOM SABASIETCS
CIIOCOOHOCTH K pa3MHOXKeHUI0. B mgomoaHeHHe K 3TOMYy, BUPYCHI MOTYT
IIOBPEOUTb WAU IIOAHOCTBIO VHHUYTOXKUTHL Bce aliabl H [JaHHBIE,
IIOAKOHTPOABHBIE II0AB30BATEAI0, OT MMEHU KOTOpOoro Oblaa 3amylieHa
3apaxkeHHad IIporpaMMma, a TakKxKe IIOBPEeAUTb HAU [aKe YHUYTOXUTDH
OoIlepallOHHYIO CHCTEMY CO BceMU (patiaaMu B 1ieAoM. B GoabHIMHCTBE
CAyYaeB pacCIIpOCTPaHSIOTCH BUPYCHI YepPe3 UHTEPHET.

MeToapl 3aIUTHI OT BPE€OOHOCHBIX IIPOrpaMM.

1. HCHOABSYﬁ COBPEMEHHEIE OIlI€EpallMOHHBIC CHCTEMBI, HMCIOIIIHE
CCpBC?:HBIfI YPOBEHB 3AIlIUTHEI OT BPEAOHOCHLBIX ITPOrpaMM,

2. IlocTrogHHO ycTaHaBAUBal madTu (LIH(poBBIE 3aIllAaTKU, KOTOPBIE
aBTOMAaTHYECKHU YCTaHAaBAWUBAIOTCS C IIEABIO AOPabOTKU HIpPOrpaMMbl) U
OpyTHe oOHOBAEHUS CBOeM olepallOHHOM crucTeMbl. CKauyuBail UX TOABKO
c odunmasrHoro caiirta paspaboruyuka OC. Ecau cyllecTByeT pexKUM
aBTOMAaTHU4YECKOI'0 OOHOBAEHUSI, BKAIOYH €I0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE II04 IIpaBaMHU IIOAB30BAaTCAd, a HE
aaIMHUHHCTpaTopa. 3aTo HE IIO3BOAHUT 6OABLT_II/IHCTBy BPEOAOHOCHBIX
ImporpaMmM HHCTAAAHMPOBATBCA HA TBOEM II€EPCOHAABHOM KOMIIBIOTEPE,

4. Ucnoab3y#i aHTHUBUPYCHbIE IIpOrpaMMHBbIE MNPOAYKTHI U3BECTHBIX
IIPOU3BOAUTEAEH, C aBTOMATUUYECKUM OOHOBAEHUEM 0a3;

5. Orpannyb (PU3NYECKUN AOCTYI K KOMIIBIOTEPY OAS IIOCTOPOHHUX
AHIL,

6. cnoab3yit BHENIHHE HOCUTEAU MH(OpMaIl, TaKue Kak (paelka,
IUCK UAU paliA U3 UHTEpPHETa, TOABKO U3 IIPOBEPEHHBIX UCTOYHUKOB,;

7. He oTkpbpIBaili KOMNOBIOTE€pHbIE (paMiabl, TIIOAyYEHHBIE U3
HEHAEeXKXHbIX MCTOYHUKOB. [laxke Te dpaliabl, KOTOpble IIpPHCAAA TBOU
3HAKOMBIN. AydIlle YTOYHU Y HETO, OTIIPABASIA AU OH Tebe HUX.

CeTu WI-FI



Wi-Fi - aT0 He BuA nepenady JaHHBIX, HE TEXHOAOTHS, a BCEro AUIIb
6bpenn, wmapka. Eme B 1991 romy HumepaaHAacKas KOMIIaHUS
zaperucrpupoBasa 6pena "WECA", uyto o0003Ha4Yaa0 CAOBOCOYETaHUE
"Wireless Fidelity", koTopnlii nepeBogUTCI KaK "OecripoBogHAas TOYHOCTD' .

[lo Hamlero BpeMEHH foliaa apyrasgs abbpeBuatypa, KoTopas
dABASIETCS TaKOM »Ke TexHoaorued. Irto abbpeBuarypa "WIi-Fi". Takoe
Ha3BaHUE ObIAO [OAaHO C HaMEKOM Ha CcTaHAapT BBICIIEH 3BYKOBOM
TeXHUKU Hi-Fi, 4To B nepeBoe 03Ha4YaeT "BbICOKAas TOYHOCTD".

[a, 6ecriaaTHBIM HHTEPHET-AOCTYI B Kade, OTeAdX U adpoIliopTax
ABASIETCSI OTAWYHOM BO3MOXKHOCTBIO BBIXOJAa B HHTepHeT. Ho MHorue
9KCHEepPThl cuuTaroT, 4To obienoctynusle Wi-Fi cetu He daBasioTcs
6e3011acHBIMU.

CoBeTrlI 110 6€301acHOCTH pPaboThI B 00IIeAO0CTYIHBIX ceTax Wi-fi:

1. He nepenaBaii CBOI0 AMYHYI0O MHPOPMAIIHIO Yepe3 ObIIe0CTyITHbIE
Wi-Fi ceru. Paboras B HUX, JXeAaaTe€AbHO HE BBOJUTH [AapOAM OOCTYIIA,
AOTUHBI U KaKHe-TO HoMepa,;

2. Uctioab3y# 1 0OHOBASIE aHTUBUPYCHBIE MIPOTpaMMbI U OpaHaMayep.
Tem cambIM TBbI oOOe30IlacUlllb cebsd OT 3aKadykKd BUpPyca Ha TBOE
YCTPOMCTBO;

3. [Ipu ucnoar3zoBanuu Wi-Fi orkarouu dyaKkImo "OOHIME AOCTYII K
datinam u npuHTepaM'. [JaHHad (QYHKIMS 3akKpbITa II0 YMOAYAHHIO,
OMHAKO HEKOTOpPhIe II0AB30BATEAHM aKTUBUPYIOT ee [OAs ynobcTBa
HUCIIOAB30BaHUsI B paboTe uau yuebe;

4. He ucnoap3yit mybangneiit WI-FI nas nepemayu AWMYHBIX OAHHBIX,
HaIllpUMEpP OAd BBIXOOA B COLIMAABHBIE CETU UAU B SAEKTPOHHYIO IIOYTY;

5. HMcnoap3y¥ TOABKO 3aluilleHHOe coeguHeHue depe3 HTTPS, a He
HTTP, T.e. mpu Habope BebG-aapeca BBoau uMmenHo "https://";

6. B mo6uarHOM TeaeoHe oTkaouM (pyHKIUIO "Tlogkatouenue K Wi-
Fi aBTomarmuyecku". He pgomyckaili aBTOMATHYECKOTO IIOJAKAIOYEHUS
ycrpoticTBa K ceram Wi-Fi 6e3 TBoero coraacus.

ConHaABbHBIE CETH

CoinaabHbIE CETHU aKTHUBHO BXOAAT B HAIly >KW3Hb, MHOTHE AIOOU
paboTaroT U XKUBYT TaM IIOCTOAHHO, a B Facebook yxke 3aperucrpupoBan
MUAAMAP]] YEAOBEK, YTO SIBASIETCHd OOHOM CcenbMOM BCeX IKHUTeAeY
IIAaHeTbl. MHOTHe IIoAb30BaT€AM He IIOHHMAaloT, dYTO HWHQoOpMaIus,
pasMellleHHasd UWMH B COILMAAbHBIX CETdX, MOXKET ObITh HalzeHa U
HCIIOAB30BaHa KEM YTOOHO, B TOM 4YHCA€ He o00g3aTeAbHO C O6aaruMu
HaMEepPEHUSIMHU.

OcCHOBHBIE COBETHI 10 0€30I1aCHOCTH B COLIMAaABHBIX CETAX.



1. OrpaHuyb CHUCOK Apy3ed. Y Tebsa B ApPYy3bsIX HE AOAXKHO OBITH
CAY4YaMHBbIX U HE3HAKOMBIX AIOIEH;

2. 3Bammuimail CcBOIO YacTHYIO KH3Hb. He ykaspIBail mapoaw,
TeaedpOHBI, azapeca, AaTy TBOETO POXKAEHUS U APYIYI0O AWYHYIO
HHPOPMAITHIO. 3AOYMBIIIIA€HHUKH MOTYT HCIIOAB30BaTh Jgake
nHpOPMAIIUI0 O TOM, KaK Thl U TBOU POAUTEAU IIAAHUPYETE ITPOBECTHU
KaHUKYABI,

3. Bammiail CBoIO pernyTalyio - JePKHU ee B YHUCTOTE U 3a/aBail cebe
BOITPOC: XOT€A ObI TbI, YTOOBI ApPyrue II0AB30BATEAM BUIEAU, YTO ThI
zarpyxkaemsp? [logymaii, mmpexkae 4yeM YTO-TO OIyOAMKOBaTh, HAITUCATH U
3arpy3uTh;

4. EcAu Tbl TOBOPHUIIBL C AIOABMH, KOTOPBIX HE 3HAENIb, HE UCIIOAB3YH
CBO€ peasbHOE UHMd W APYIYI0 AHMYHYI0 HWH(QOpPMAIUU: HMd, MECTO
KUTEABCTBA, MECTO y4ebbl U IIpoUee;

5. Hsberaiti pasmenieHus ¢Qororpacdpuit B HMHTepHeTe, Tae TbI
H300paskeH Ha MECTHOCTH, II0 KOTOPOM MOKHO OIPENEAUTH TBOE
MECTOIIOAOKEHUE;

6. Ilpu perucrpaliyu B COIIMAABHOM CETH HEOOXOAMMO HCIIOAB30BaTh
CAOXKHBIE TTapPOAH, COCTOAIIME U3 OYKB M IIU(PP U C KOAUYECTBOM 3HAKOB
He MeHee 8;

7. A coOllMaABbHOM CeTH, MOYThl M APYyTUX CcalToB HEOOXOIUMO
HUCIIOAB30BaTh pasHble IapoAu. Torga ecam TebsS B3AOMAIOT, TO
3A0YMBIIIA€HHUKHU II0AYyYaT AOCTYII TOABKO K OQHOMY MECTY, a He BO BCe

cpaay.
OAEKTPOHHEIE AE€HbI'H

QACKTPOHHBIC AE€EHBI'M - 3JTO OYEHb YILO6HBIﬁ criocob I[IAQTEXKEH,
OHAKO CYHIECTBYIOT MOIIIE€EHHHKH, KOTOPHIE XOTAT IIOAYIUTHh 3THU AE€HBI'U.

QACKTPOHHBIC AE€HBI'H IIOABHANCH COBCEM HEAABHO H HMCECHHO H3-3a
9TOI'0 BO MHOTHMX rocygapcrBax OO CHX IIOpPp HE€ IIPOIIMCaHO IIPO HHX B
3aKOHaxX.

B Poccum ke oHU (QPYHKIIMOHUPYIOT M O HHX YK€ I[IPOINHCAHO B
3aKOHe, TI/le UX pas3feAdioT Ha HECKOABKO BH/0B - aHOHUMHbIE U He
aHOHUMHbIe. PazHuna B TOM, 4YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspeniaercd IIPOBOAUTE ollepanuu 6e3 uAeHTU(PUKAIINN [I0Ab30BaTeAd, a
B HEAaHOHUMHBIX UAEeHTU(PUKAIINSI [TIOAB30BATEAT IBASIETCS 00s13aTE€ABHOH.

Takske caemyeT pasAndaTh SAEKTPOHHBbIE (puaTHble AeHBIH (paBHBI
rOCyJapCTBEHHBIM BaAlOTaM) M JA€KTPOHHBbIE HedUaTHble NOEHBIU (He
PaBHBI TOCYAAPCTBEHHBIM BaAIOTaM).

OcHoBHBIE cOBeTbl TII0 Oe3omacHoO paboTe C 3AEKTPOHHBIMU



JEHBIr'aMH.

1. IIpuBgXu K CYE€Ty MOOUABHBIN TeaedOH. DTO caMblii yOOOHBIN U
OBICTPBIM CIIOCOO BOCCTAHOBUTH OOCTYII K cuetry. [IpuBsa3aHHBIN TeaedoH
IIOMOKET, €CAU 3a0yAellb CBOM IAATeXKHBIY ITapoAb HAM 3alijelllb Ha CalT
C HE3HAKOMOT'O YCTPOMCTBA,;

2. Hcnioab3yit onHopasoBble ITapoAu. Ilocae mepexonma Ha YCUAEHHYIO
aBTopuzanuio Tebe yxke He OyAeT yrpoxKaThb OMNACHOCTH KpaXXU UAU
repexBaTa [IAAQTEXKHOTO I1apPOAS;

3. Bribepm caoxkHBIH mapoab. [IpectynmHuKaM OyaeT He IIPOCTO
yragaTtb CAOXKHBINM IIapoAb. HagexkHble mapoau - 3TO IapOAH, KOTOpPBIE
comepkaT He MeHee 8 3HAKOB M BKAIOYAIOT B cebd CTpoYyHbIE U
MIPOIUCHBIE OYKBBI, IIUPPBI U HECKOABKO CHMBOAOB, TaKHE€ KaK 3HakK
noarapa, oyHTa, BOCKAUIIATEABHBIH 3HaK U T.11. Hanpumep, $tRONQ!;;

4. He BBOmu CBOM AWYHBIE [OaHHbIE Ha calTax, KOTOPBIM He
JOBEPSEIb.

JAEKTpPOHHAA MMoYTa

9ACKTpOHHaﬂ IIo4Ta - 9TO TEXHOAOTHA U ITPEOAOCTABAAECMEIC €10 YCAYTH
II0 IIEPECBIAKE M IIOAYYEHHIO OAEKTPOHHBIX COO6H.ICHI/II>1, KOTOpPBIE
PacCIIpEaEAAIOTCA B KOMHBIOTepHOﬁ CETH. OOBIYHO SACKTpOHHBIfI
IIOYTOBBIM AIMUK BBITAAOUT CACAYIOIIIUM o6pa3 OM.
I/IMSI_HOAB3OB&TCAH@I/IMH_I[OMeHa. Takzke KpoMeE IIepeaadu IIPOCTOro
TEKCTa, HMEETCAd BO3MOXKHOCTE II€pE€aaBaThb Cl)aﬁAbI.

OcHOBHBIE COBETHI I10 6e30macHoi paboTe ¢ SAeKTPOHHOU IMOYTOH:

1. Hago BeIOpaTh IpaBUABLHBIN IIOYTOBBIM cepBHC. B nmHTEpHETE €cTh
OTPOMHBIN BBIOOpP OecHmAaTHBIX IIOYTOBBIX CEPBUCOB, OMOHAKO AyYIlle
JOBEPSITH T€M, KOTO 3Ha€lllb U KTO IIePBbIH B PEUTUHTE,

2. He yka3pIBaii B AMYHOM IOYTE AWYHYIO0 MHGopManuio. Hampumep,
Aydiie BbIOpaTh "My3bIKaAbHBIN (paHaT@" wmau "pok2013" BMmecTO
"Temal3";

3. Hcnoawb3y#t AByX3TaAIlHyI0 aBTOpHU3aIllMio. JTO Korga IIOMUMO
IIapoAd Hy>KHO BBOAUTH KOJ, IIpUChblaaeMblii 1o SMS;

4. BrpiObepu CAOXKHBIM mapoab. [IAd KaXKIOTO IIOYTOBOIO HITUKA
[IOAKEH OBbITH CBOY HAMEXKHBIM, YCTOMYUBBIN K B3AOMY IIapPOAE;

5. Ecau ecTb BO3MOXKHOCTH HaIlMCcaTh CaMOMYy CBOM AWYHBIH BOIIPOC,
HUCITOAB3YH 3TY BO3MOIKHOCTE;

6. Hcrioab3yii HECKOABKO IIOYTOBBIX SIIIIUKOB. [IepBBIM 1as dacTHOHU
IIEPEIINCKU C afpecaTaMM, KOTOPBIM ThI JOBEpPLeNIb. OTO SA€KTPOHHBIN
aJlpec He Ha/0 HUCIOAB30BaTh IIPU PETUCTpallUU Ha popyMax u calirax;



7. He oTkphIBaili padiabl U APYyTrHUe BAOKEHHUS B MMHUCbMAaX, MaXKE €CAH
OHU IIPUIIIAM OT TBOUX APY3€H. AydIlle YTOYHH Y HUX, OTIIPABASIAHU AU OHU
Tebe 3Tu (pamabl;

8. Ilocae okoHuaHug paboTbl Ha IIOYTOBOM CEpPBUCE IIepen
3aKpPBITUEM BKAQKHU C calToM He 3a0yab HaxkaTh Ha "BriiTu".

KHOepOyAAHHT HAH BHPTYaAbHOE H3AEBATEABCTBO

KubepOyAauHT - TIIpecAeoBaHUE COOOINEHUSIMH, COAEP3KAIIUMHU
OCKOpPOA€HUsI, arpeccuio, 3allyruBaHHe; XYAUTAQHCTBO; COIMaAbHOE
OOMKOTUPOBaHHE C IIOMOIIBIO PA3ANYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 60pEbe ¢ KUOEepOYAAUHTOM:

1. He Gpocatica B 6o#i. Ayuinii criocob: IOCOBETOBAThCA KakK cebs
BECTHU U, €CAHM HEeT TOro, K KOMY MOXKHO O00paTHUTBhCS, TO BHadaAe
yCHoKouThcs. EcAaM Tbl HadHeNIb OTBeYaTh OCKOPOAEHUIMH Ha
OCKOpPOAEHUSI, TO TOABKO €Ille OOABIIIE Pa30KIKEITb KOH(PAUKT;

2. YupaBagal cBoel KubeppelyTaluei,

3. AHOHUMHOCTh B CE€TH MHHMas. CyI_T_IeCTBYIOT CIIOCOOBI BBIACHHUTD,
KTO CTOHUT 3a aHOHHMHBIM aKKayHTOM,

4. He crouT BEeCTH XyAUTaHCKUU o00pa3 BUPTYaABHOM KU3HU.
NuTepHeT PUKCUpPYyET BCe TBOU AeHCTBUA U COXpaHSET UX. YIAAUTH HUX
Oynetr KpaliHe 3aTpPyoHUTEABHO;

5. Cobaronatt cBO10 BUPTyaAbHYIO YECTH CMOAOLY;

6. UrHopupy#i enuHu4YHBbIE HeraTuB. OmHOPa30Bble OCKOPOUTEABHBIE
CooOIIIeHUsT Ay4dllle UTHOpHupoBaTh. OOBIYHO arpeccHus IIpeKpalaercs Ha
Ha4YaAbHOU CTaauH,

7. bBaun arpeccopa. B mnporpammax oOMeHa MTIHOBEHHBIMU
COOOIIIEHUSIMH, B COIIMAABHBIX CETSIX €CTb BO3MOXKHOCTH OAOKHPOBKU
OTIIPaBKHU COOOIIEHUH C OIpeNeA€HHBIX apeCcoB;

8. Ecau 1Bl cBuAeTeab KubepOyaaumHra. TBou AeHCTBUSA: BBICTYIIUTH
IIPOTUB IIpecAeOBaTeAd, I0Ka3aTh €My, YTO €ro AeHCTBUA OlLIEHUBAIOTCH
HEraTHUBHO, IOAAEpP3KAaTh IKEPTBY, KOTOPOM HYy:KHa IICUXOAOTHYECKAas
IIOMOIIb, COOOUIUTE B3POCABIM O (paKTe arpeCCHUBHOIO ITOBENEHUS B CETH.

MoOuasHubIiH TeaehoOH

CoBpeMeHHbIE CMapT(OHBI U IIAAHINIETHI cofAepzKaT B cebe BIIOAHE
B3POCABIM (PYHKIIMOHAaA, W TeHNepb OHU MOIYT KOHKYPUPOBaThH CO
CTallMOHAPHBIMH KoMIlbloTepaMu. OpgHaKo, CpencTB 3alllUThl A4
MIONOOHBIX YCTPOUCTB IIOKA O4YeHb Maao. TecTupoBaHHME U IIOHCK
yS3BUMOCTEN B HUX IIPOUCXOAUT HE TaK MHTEHCHUBHO, Kak nada [1K, To xe



caMoe KacaeTcss 1 MOOUABHBIX HpPIAO)KCHHIﬁ.

CoBpeMeHHbIE MOOHABHBIE Opay3epbl yKe IIPaKTUYECKU [JOTHAAU
HACTOABHBIE AaHAAOTH, OOHAKO paclIupeHHe (QYHKIMOHAAA BAE€YET 3a
coboit BOABIIYIO CAOKHOCTb U MEHBIIYIO 3alUIIEHHOCTb.

Ilaneko HE BCE IIPOU3BOAHUTEANU BEBEIITYCKAIOT OOHOBAEHUSI )
3aKpPbIBAOIIIUE KPUTHUYIECKHUE YASBHUMOCTHU AAAd CBOHUX YCTpOfICTB.

OcHOBHBIE COBETHI IAsI 0€30ITaCHOCTH MOOUABHOTO TeaedpoHa:

Huuyero He aBageTrcsa I[I0-HaCTOAdIIEMY OecrmaaTHBIM. BYI[B OCTOPOZXKEH,
BE€Ab KOorga Tebe IpegAararT OecriaaTHBIHN KOHTEHT, B HEM MOTIYT OBITH
CKPBITBI KaKHE-TO ITAATHBIE YCAYTH,

[ymaii, nipexae yeM oTnpaBuUTb SMS, doto mam Buzeo. Tel TouHO
3HaElllb, Ile OHU OyAyT B KOHEYHOM UTOTe?

Heo6xonmnMo 06HOBAITE OMEPAIIMOHHYIO CUCTEMY TBOEro cMapT@oHa,;
Hcnoab3yit aHTUBUPYCHBIE ITPOTPaAMMBI IAST MOOUABHBIX TE€AE(OHOB,;

He 3arpyzxa#i IIpUAOKEHUS OT HEHU3BECTHOIO HCTOYHHKA, BeIb OHU
MOTYT COAEP3KATh BPELOHOCHOE ITporpaMMHOe obecIieueHue;

[Tocae TOro Kak TBbI BBIMAENIL C cadTa, TAe BBOAUA AWYHYIO
nHopMaIUIo, 3a¥ii B HACTPOUKU Opay3epa U yaasu Cookies;

HepI/IOI[I/I‘{eCKI/I HpOBCprI, KaKHE€ ITAATHBIEC YCAYTHM aKTHBHPOBAaHEBI Ha
TBOEM HOMEPE,

[aBaii cBofi HOMeP MOOUABHOTO TeAaePOoHa TOABKO AIOJSIM, KOTOPBIX
ThI 3HAEUIb U KOMY IOBEPSsIEIIb;

Bluetooth moaxkeH OBITH BBIKAIOYEH, KOT/JA Thl UM HE IIOAB3YEIIILCS.
He 3abrIBait nHOTIA IPOBEPSTH ITO.

Online urpsl

CoBpeMeHHbIE OHAAQWH-UTPHI - 3TO KpacodHble, 3axXBaTbIBAIOIIIHE
pas3BAedYeHUd, OOBEAUHSIONINE COTHU ThICAY YEAOBEK II0 BCEMY MHUDY.
Urpoku wuccaenyioT OaHHBIE UM MUpP, oOOmIaloTCsa MApyr C JApPYyroM,
BBITIOAHLIOT 3a/aHUsl, CPasKaloTCsI C MOHCTpPaMH H IIOAYyYalOT OIIBIT. 3a
VAOBOABCTBUE OHU ITAQTST: IOKYIIAIOT AUCK, ONAQUUBAIOT aOOHEMEHT HUAU
IpruobpeTaroT KakKue-To OIIINH.

Bce aTH cpeacTBa UAyT Ha NoAfep:KaHUEe U pa3BUTHE UI'PHI, a TaK¥Ke
Ha caMy 06€e30II1acCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBbl aBTOpPHU3aIlNH,
BBIIIyCKAIOTCS HOBBIE ATyl (IM@POBBIE 3alAaTKU [OAS IIpPOrpaMM),
3aKpPBIBAIOTCH YI3BUMOCTU CEPBEPOB.

B HOILO6HI:>IX Urpax CTouT olIlacaTbCd HE CTOABKO CBOHX COIIEPHHKOB,



CKOABKO KpaxXH TBO€ro IIapoAad, Ha KOTOpPOM OCHOBaHa CHCTEMa
aBTOpHU3alluH OOABIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH TBOETO HI'POBOI'0 aKKayHTa.:

1. Ecau pgpyroit wurpok BeneT cebd IIAOXO HAU co3gaeT Tebe
HETIPUSITHOCTH, 3a0A0KUPYH €ro B CIIUCKE UT'POKOB,;

2. Tloxkaayiica agMUHUCTpaATOpaM UIPhl Ha IIAOXOE IIOBELEHUE ITOTrO
UT'POKa, 3IKEAATEABHO IIPHUAOXKHTH KaKHe-TO [JOoKa3aTeAbCTBa B BHIE
CKPHHOB;

3. He ykasbiBaii AnuHy0 HHGpOPMAIIUIO B ITpodaiise UTPhI;
4. YBaxal Apyrux y4aCTHUKOB II0 UIPE;

5. He ycranaBauBaii HeopUIIUaAbHBIE ITATYU U MO/bI,

6. Ycrioab3yH CAOXKHBIE U Pa3HbIE [TAPOAH,

7. [axke BO BpeMs UTPbl HE CTOUT OTKAIOYATh aHTUBHUpPYC. [loKa ThBI
Urpaenib, TBOH KOMIIBIOTEP MOTYT 3apa3uTh.

PHIIHHT HAH Kpaixa AHYHBIX JaHHBIX

OObIYyHOM Kpaxked [OeHer M MOKYMEHTOB CETroAHd YK€ HUKOIo He
YOAWBHUIIL, HO C Pa3BUTHUEM UHTEPHET-TEXHOAOTHU 3AO0YMBIIIACHHUKU
IIEPEMECTUANCH B HUHTEPHET, U IIPOJAOANKAIOT 3aHUMAaThCS “AOOMMBIM"
JIEAOM.

Tak mnogBUAach HOBas yrpo3a: HWHTEPHET-MOUIEHHHUYECTBA UAU
oUIINHT, raaBHasi  IIEAb  KOTOPOTO COCTOUT B  IIOAYYEHUHU
KOH(PUAEHIIMAABHBIX OaHHBIX ITOAB30BaTeA€d - AOTMHOB U Irapoaei. Ha
a"HrauiickoMm a3bike phishing yuraerca kak dumnusr (ot fishing - pribHasa
AOBAsI, password - mapoab).

OcCHOBHBIE COBETHI I10 60pEbe ¢ PUITHHTOM:

1. Caemu 3a CBOMM akKKayHTOM. Ecau ThI momo3peBaellb, YTO TBOS
aHkera ObIAa B3AOMaHa, TO HEOOXOAUMO 3ab0AOKHUPOBATH €€ U COOOIIUTH
aJIMHUHHCTPaTOpaM pecypca ob 3ToM KakK MOXKHO CKOpee;

2. Hcnoan3yit OeszomachHble BebO-caliThl, B TOM YHCAE€, HWHTEPHET-
Mara3uHOB U IOUCKOBBIX CUCTEM;

3. Hcnioab3yii cAOKHBIE U pa3Hble TapoAUu. TakuM ob6pas3oM, ecau Tebs
B3AOMAalOT, TO 3AOYMBIIMIA€HHUKH IIOAyYaT [OOCTYII TOABKO K OJHOMY
TBOEMY IIPO(UAIO B CETH, & HE KO BCEM;

4. Ecan Tebg B3AOMAaAM, TO HEOOXOAUMO MNPEAYIPENUTh BCEX CBOUX
3HAaKOMBIX, KOTOpble moOaBA€HBI y TebsS B OPY3bdX, O TOM, YTO Tebs
B3AOMaAU M, BO3MOIKHO, OT TBOEro MMEHH Oy[eT pacchlAaaThbCd CIIaM U



CCBIAKU Ha (PUIIIMHTOBbIE CAUTHI,
5. YcranoBu HazexkHbIH ntapoab (PIN) Ha MOOUABHEIHN TeaedoH,;
6. OTKAIOUHM COXpaHEHUeE Iapoas B 6paysepe;

7. He oTkprIBaii ¢painbl U APyTrHe BAOXKEHUS B ITHCbMAaxX, AaKe €CAH
OHU TIPUILIAH OT TBOUX Apy3ei. AydIlle yTOUHH V HUX, OTIIPABASIAU AU OHU
Tebe 3Tu (paMiabI.

IIndpoBasa penyramusa

HucgpoBas pemyrangd - 93TO HeTaTHBHas HAM I[IO3UTHUBHAasS
nHopmaluss B cetu o Tebe. Kommpomerupytromiadga wuHGpoOpMaIud,
pasMellleHHasd B MHTEPHETE, MOXKET CEepPhe3HBbIM 00pa3oM OTpPa3UThCS Ha
TBOoed peaabHOM ku3HU. "lludpoBaa pemyramusa” - 3TO TBOH UMUK,
KOTOPBI¥ (popMupyeTcs U3 NH(opMaIuu o Tedbe B MHTEPHETE.

TBoe wmecTO 2KHUTEABCTBAQ, y‘-Ie6BI, TBOE CpI/IHaHCOBOC IIOAOZKEHHE,
0COOEHHOCTH XapakTepa U pacCKasbl O OAM3KHX - BCE 2TO HAKAIIAUBAETCS
B CETH.

MHoOrue TOAPOCTKH AETKOMBICAEHHO OTHOCATCH K IIyOAMKAaIIUU
AangHO# wHQopmanmu B HHTepHeTe, He TIMOHHUMAas BO3MOXKHBIX
rocaencTBUM. Thl gaske HE CMOIKEIIb JOTaaThCd O TOM, 4TO poTorpadus,
pa3MelleHHass 5 AeT Ha3ad, cTasa MPUYHHON OTKAas3a MHMPUHATH Tebs Ha
paboTy.

KomMmeHnTapuu, pasMmelleHue TBOUX pororpaduil u apyrue nelcTBUS
MOTyT HE€ HCYe3HyTh OaxKe IIOCA€ TOro, KaK Tbl UX yAaAUIlb. Thbl He
3HaeIllb, KTO COXPaHUA 3Ty HHGOpMAaIlNIo, IIollIara AU OHa B IIOMCKOBBIE
CUCTEMBI M COXpaHHAACh AWM OHa, a TAaBHOE. 4YTO IoAyMaloT o Telbe
OKpyzKalollle AIOAW, KOTopble HaMAyT W yBUAAT dTo. Haiitu
HHPOPMAIIUI0O MHOTO A€T CIIyCTS CMOXKET AI0OOM - Kak U3 O00pbIX
oOy>KIeHUH, TaK U C HaMepeHHeM HNPUYHUHUTHL Bpea. OTO MOXKeT OBbIThb
KTO YyTOTHO.

OCHOBHBIE COBETHI I10 3alIUTE ITUPPOBOH pEIyTaIlUN:

1. ITogymaii, mpeKae YeM 4YTOo-TO IyOAMKOBAaTh U IleperaBaTh y cels B
6Aore MAU B COITMAABHOU CeTH,

2. B mHacrtpotikax npoduad yCTAaHOBU OTPaHUYEHUS Ha IIPOCMOTP

TBOETO INPO(PUALT U €r0 COAEPKUMOTO, CAeAal ero TOABKO "IAs apy3ei”;

3. He pasmemait u He yKasplBall HH(QOpPMAIIHIO, KOTOpas MOXKET
KOT'0-AB00 OCKOPOAATH UAYU OOUKATh.

ABTOpCKOE MpaBoO

COBpeMCHHBIC IIMTKOABHHMKH - QAQKTHBHBIC IIOAB30BaATCAHU I.[I/IdDPOBOI‘O



npocrpaHcTBa. OHAKO JAaA€KO He BCE 3HAIOT, YTO II0AB30BaHUE MHOTHMU
BO3MOXKHOCTIMHU IHM(poBoro wmupa Tpebyer cobalomeHUs IIpaB Ha
HMHTEAAEKTYaAbHYI0 COOCTBEHHOCTD.

TepMUuH "HHTEAAEKTYaAbHAas COOCTBEHHOCTDL' OTHOCUTCSI K PA3ANYHBIM
TBOPEHUSM YEAOBEYECKOI0 yMa, HaudyWHas C HOBBIX H300peTeHUd u
3HAKOB, O0OO3HaAYalOUIMX COOCTBEHHOCTb Ha IMIPOAYKTBI U YCAYTH, U
3aKaH4YuBad KHHUTaMH, dotorpadpuamu, KUHO(HUABMaMHU U
My3bIKaAbBHBIMHU IIPOU3BENEHUAMH.

ABTOpCKUE IIpaBa - 3TO IIpaBa Ha UHTEAAEKTYAaAbHYIO COOCTBEHHOCTD
Ha [IPOU3BEAEHUA HAYKU, AUTEPATypbl U HCKycCTBa. ABTOpPCKHE IIpaBa
BBICTYIIAIOT B KadecTBe rapaHTHHU TOTO, 4TO
HMHTEAAEKTYaAbHBIN / TBOpUECKUH TPy aBTOpa He OyAeT HalpacHBIM, AacCT
eMy CIIpaBeIAUBbIe BO3MOXKHOCTH 3apaboTaTh Ha pe3yAbTaTaX CBOETo
Tpyda, HOAYYUTb HM3BECTHOCTH M IIpu3HaHue. Hukto 0e3 paspelieHus
aBTOpa HE€ MOIKET BOCIPOM3BOAUTHL €T0 IIPOU3BEAEHHE, PACIIPOCTPAHITD,
IyOAMYHO [OEMOHCTPHUPOBATh, MIpoJAaBaTh, HMIIOPTHPOBATh, IIyCKaTh B
IIpoKaT, MIyOAMYHO UCIOAHATH, IIOKA3bIBATh/HUCIOAHATHL B 3(UPE HAU
pasmMeliaTh B UHTEpHETE.

Hcnoab3oBaHue "OHpPaATCKOro" IIPOTPaMMHOIO OOeCIedeHUs MOIKET
IIPUBECTH K MHOT'MM PHCKaM: OT IIOTE€PHU AAHHBIX K TBOUM aKKayHTaM 10
OAOKUPOBKU TBOEro yCTpoHcTBa, TIe yCTaHOBA€HA HeAeTaAbHad
nporpamma. He croutr Takke 3abbIBaTh, UTO CYIIECTBYIOT A€TAAbHBIE U
6ecriaaTHBIE IPOTrpaMMBbl, KOTOPbIE MOKHO HAUTH B CETH.

O nmopTaae

CeTeBUYOK.pP(d - TBOU I'AaBHBIH COBETUYHUK B CETH. 371eCh Thl MOXKEIIIb
y3HaTh O 6€30IIaCHOCTU B CETH ITOHSATHBIM U IOCTYIHBIM S3bIKOM, a IPH
BO3HUKHOBEHUU KPUTUYECKOM CHUTyalluu o0paTHUTBCS 3a COBETOM. A
Tak>Ke IIPUHATH ydacTHe B KOHKypcax M CTaThb CaMbIM IIHU(PPOBBHIM
rpaxkgaHnuHoM!
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